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This instruction implements Air Force Policy Directive (AFPD) 10-11, Operations Security. It establishes
responsibilities and guidelines for conducting the 439 AW Operations Security (OPSEC) program. It
applies to all base operating support (BOS) contractors and units assigned or attached to Westover ARB. 

1.  The Goal of OPSEC. Identify information that relates to the Wing’s daily and wartime operation
which could give an adversary an advantage if exploited. Determine the threat against this critical infor-
mation and the ways in which this information could be exploited. Assess the level of damage that would
occur if this information is successfully exploited, and determine if this level of damage is acceptable or
not. If this level is not acceptable, find ways to prevent the adversary from exploiting the information and
denying them an advantage. OPSEC is an analytical tool which should be used in all operational activities
and the planning of those activities. 

2.  General Guidelines.  

2.1.  OPSEC should be closely coordinated with the security disciplines in the Wing. 

2.2.  Commanders at every level in the Wing must take an active role in the program to ensure its suc-
cess. 

2.3.  Sub-contractors or temporary contractors that are working for the wing will be required to read
and sign a brief letter which describes the “do’s and don’ts of OPSEC” when they are issued their
wing photo identification badge. 

2.4.  All OPSEC managers must complete the Interagency of OPSEC Support (IOSS) computer based
course, “OPSEC Fundamentals” located on Westover’s Y-drive in the OPSEC folder. 

3.  Wing OPSEC Manager.  

3.1.  The installation commander appoints the wing OPSEC manager and their alternate by letter. 
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3.2.  The wing OPSEC manager will: 

3.2.1.  Develop the wing’s OPSEC procedures and guidelines, and ensure compliance of these
directives. 

3.2.2.  Evaluate the wing’s vulnerability to adversary intelligence gathering efforts at least once a
year through the use of OPSEC surveys and assessments with the threat and OPSEC working
groups assistance. 

3.2.3.  Advise the installation commander on OPSEC issues and manage the integration of OPSEC
measures into our operations and exercises so that we can increase our operational effectiveness. 

3.2.4.  Review and update the wing’s critical information list and indicators as necessary. 

3.2.5.  Chair the OPSEC working group meetings. 

3.2.6.  Train the new group, unit, and contractor managers and provide assistance to all the OPSEC
managers with their programs. All new managers will be trained within 90 days of their appoint-
ment. 

3.2.7.  Train all newcomers to the wing within 90 days of their arrival. 

3.2.8.  Complete the wing OPSEC self-inspection annually. 

3.2.9.  Maintain a continuity book. 

4.  Group OPSEC Manager.  

4.1.  The group OPSEC manager and their alternate will be appointed by the respective group com-
mander by letter. The manager may be a reservist and not necessarily part of the group staff. It should
be an experienced individual who has a high level of knowledge of the daily activities in their group. 

4.2.  The group OPSEC manager will: 

4.2.1.  Advise the group commander and the group staff on OPSEC issues. 

4.2.2.  Ensure all units and staff in the group are complying with all OPSEC directives. 

4.2.3.  Provide annual refresher training to the unit managers in the group and document it. 

4.2.4.  Assist the wing OPSEC manager in the review of the critical information list and any sur-
veys which affect the group. 

4.2.5.  Assist the wing OPSEC manager in training the newcomers to the base. 

4.2.6.  Forward any OPSEC issues to the wing OPSEC manager and the OPSEC working group. 

4.2.7.  Conduct an annual review of the group’s OPSEC procedures and report it to the wing man-
ager. 

4.2.8.  Develop a plan to promote OPSEC awareness in the group. 

4.2.9.  Complete the group OPSEC self-inspection checklist annually. 

4.2.10.  Maintain a continuity book. 

5.  Unit OPSEC Manager.  
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5.1.  The unit OPSEC manager and their alternate will be appointed by the unit commander by letter.
Preferably, the manager will be an Air Reserve Technician in the unit. This individual must also be
highly experienced in the daily activities of the unit. 

5.2.  The unit OPSEC manager will: 

5.2.1.  Advise the unit commander and their staff on OPSEC issues. 

5.2.2.  Ensure their unit is complying with all OPSEC directives. 

5.2.3.  Provide annual refresher training to the unit and document it . 

5.2.4.  Periodically review their unit’s critical information list located in the OPSEC folder on the
Y-drive and forward any changes to their group OPSEC manager. Assist in any OPSEC surveys or
assessments which affect the unit. 

5.2.5.  Forward any OPSEC issues to their group manager and the OPSEC working group. 

5.2.6.  Promote OPSEC awareness in their unit. 

5.2.7.  Complete the unit OPSEC self-inspection checklist annually. 

5.2.8.  Maintain a continuity book 

6.  BOS OPSEC Manager.  

6.1.  The BOS contractor manager and their alternate will be appointed by letter. The manager must be
in a position which allows them to oversee the sections of the contractor which play a role in the daily
and wartime operations of the wing (i.e., Base Operations, Weather, etc.). 

6.2.  The BOS contractor manager will: 

6.2.1.  Ensure the BOS contractor and its full-time employees are complying with all OPSEC
directives. 

6.2.2.  Provide annual refresher training to the full-time employees of the BOS contractor. 

6.2.3.  Forward any OPSEC issues to the wing OPSEC manager and the OPSEC working group. 

6.2.4.  Promote OPSEC awareness within the BOS contractor. 

6.2.5.  Assist in any OPSEC surveys or assessments which affect the BOS contractor. 

6.2.6.  Complete an OPSEC self-inspection checklist annually. 

7.  OPSEC Working Group.  

7.1.  The OPSEC working group will be appointed by letter from the installation commander. The
working group will meet once a quarter or as directed by the installation commander. It is the wing’s
forum for OPSEC issues. In addition, the working group will: 

7.2.  Periodically review the wing’s critical information list. 

7.3.  Assist in any OPSEC surveys or assessments. 
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7.4.  Pass any recommendations it may have to the appropriate wing, group or unit agency. 

WALLACE W. FARRIS, JR.,  Colonel, USAFR 
Commander 
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